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Motivation

ACounterfactual Explanations (CEs) that involve realistic and
actionable changes can be used for the purpose dhlgorithmic
Recourse (AR) to help individuals who face adverse outcomes.

AWhat happens if we apply CEs and adjust our model?
What happens if we do it again?




MotivationTt Proof of Concept

A bank trains a classifier to The bank gives CEs to The bank retrains the classifier Process repeated severatimes,
evaluate credit applicants. unsuccessful applicants T endogenous model shift sizeable shifts occur. The overall
endogenous domain shift risk has increased.
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Motivationt Background

Exogenous vs Endogenous
We have been able to identify only one recent work by Upadhyay et al. that
considers the implications of exogenous domain and model shifts in the
context of AR. Exogenous shifts are strictly of external origin.

We refer to these types of dynamics asndogenous because they are
iInduced by the implementation of recourse itself.

Macrodynamics
The termmacrodynamics is borrowed from the economics literature and
used to describe processes involving whole groups or societies.




Motivationt Questions

1. Do the CEs generated by SOTA generators lead to shifts in

domains and models?

2. Are the explanations valid if applied in practice?

3. Who should bear the cost and risks of algorithmic recourse?




Experiments CE generators

Wachter (Generic)t Minimal distance (Wachter et al.)

DICET Diverse counterfactuals Mothilal et al.)

CLUET Latent with minimized predictive uncertainty Antoranet al.)
REVISHE Latent, learning data generation process (Joshi et al.)
GreedyT Jacobianbased Saliency Map Attack$chutet al.)
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Experiments

Datasets: |
A Synthetic data (Moons, Overlapping) A UCldefaultCredit
A Give Me Some Credit A California Housing
Models:

A Logistic Regression A Multilayer Perceptron

A Deep Ensemble

Metrics:
A Maximum Mean Discrepancy (MMD) A Model MMD
A~YT D0 Ws? JHRE R2 13013t tAuModel Disagreement

A Accuracy Difference




Resultst Synthetic Data
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Resultst Reatworld Data

Number of rounds: 10
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Mitigating Endogenous Shifts

What are potential mitigation strategies with respect to endogenougcrodynamicsin AR?




Externalities of Algorithmic Recourse

Usual baseline for Counterfactual Explanations:
w AJCE{od &0 (LMey) _ owé(dxe

Minimizing costs for a single individual

Proposed extension to the formula:
o AJCE{d &0 (o) _ wé (ke _ Q0o ddXe o

Capturing external costs introduced by the CE




Externalities of Algorithmic Recourse

Two strategies for minimizing external AR costs:

1. Classifier Preserving ROAR:QaPROAFX
Qoo wdd @ (O (M)

2. Gravitational Counterfactual Explanations
QWO wdde A Qlokepe

Additionally:
3. Generic CEs with more conservative decision thresholds ( 189

Gravitational

Generic .5) Generic : ClaPROAR
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Resultst With Mitigation Strategies
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Key Takeaways
AState-of-the-art approaches to AR induce substantial
domain and model shifts.

AExternal costs of Individual Recourse should be shared
across stakeholders.

AOur solution: penalize external costs in the counterfactual
search objective function.




Natural Language Counterfactual Explanations
in Financial Text Classification:
A Comparison of Generators and Evaluation Metrics

Karol Dobiczek Patrick Altmeyer Cynthia C. S. Liem
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Text CEs

Generate text that gets classified to a different class. How do we use our equation?
w AJCE{IG &b (Xed) _ wé(dae

We could:

1. Embed text

2. Search latent space
3. Select closest embedding

How do we maintain the desirable properties?

Text fluency/validity, grammatical correctness,
reasonability of the explanation, content preservation
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Text CEs Usage

A Data enhancement
A Causality assessments
A Explaining and analysing the model

A Help in text composition
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Types of Text CEs

1. LLMassisted 2. Latent decoding 3. Sequential infilling

Prompt a LLM to modify a  Perturb the latent embedding Mask certain tokens and
sentence such that it reflects  such that we get a valid CE generate new ones

the sentiment we want to have

Examples
Polyjuice, CheckList PPLM, GYCCounterfactualGAN  MICE, RELITC, Polyjuice*




Poryjuice: Generating Counterfactuals
for Explaining, Evaluating, and Improving Models

Tongshuang Wu' Marco Tulio Ribeiro? Jeffrey Heer'  Daniel S. Weld'~
University of Washington ~ *Microsoft Research ~ *Allen Institute for Artificial Intelligence

wtshuang@cs.uw.edu marcotcr@microsoft.com {jheer,weld}@cs.uw.edu
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Polyjuice

Fine-tuning GPT2 for infilling:

It is great for kids. X <|perturb|>
[negation] (code

o It is [BLANK] great for [BLANK]. [SEP]
not [ANSWER] children [ANSWER]

Ul & W N

<|endoftext|>

It [BLANK] great [BLANK]. [SEP]
‘:, is not [ANSWER] for children [ANSWER]

[BLANK] [SEP]
It is not great for children. [ANSWER]

> >
O 00 ~ O
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Polyjuicer Motivation

AManual rewrites for counterfactuals costly
(4-5 minutes per CE (Kaushik et al., 2020))

AHuman annotators might miss certain structures e.qg.

It is great for kids.
--> not great, but miss- -> N0 one

A Automatic generators might neglect predictionpreserving CES




Polyjuicer Control Codes

Control code Definitions and Poryjuice-generated Examples Training Datasets

negation A dog is not embraced by the woman. (Kaushik et al., 2020)
quantifier A dogis - Three dogs are embraced by the woman. (Gardner et al., 2020)
shuffle To move (or swap) key phrases or entities around the sentence. (Zhang et al., 2019b)

A dog » woman is embraced by the woman -+ dog.

lexical To change just one word or noun chunk without altering the POS tags. (Sakaguchi et al., 2020)
A dog is embraced » attacked by the woman.

resemantic To replace short phrases without altering the remaining dependency tree. (Wieting and Gimpel, 2018)
A dog is embraced by the woman + wrapped in a blanket.

insert To add short phrases without altering the remaining dependency tree. (McCoy et al., 2019)
A dog is embraced by the little woman.

delete To remove short phrases without altering the remaining dependency tree. (McCoy et al., 2019)
A dog is embraced by the woman.

restructure 7o alter the dependency tree structure, e.g., changing from passive to active. (Wieting and Gimpel, 2018)
A dog is embraced by + hugging the woman.

Table 1: We design a list of control codes to guide generation. We show Poryjuice-generated counterfactual
examples, and the representative training datasets for each corresponding pattern. Details are in Appendix A.
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Polyjuicer Discussion

Pros:

AHigh fluency due to use of a LLM
AContent and structure preservation
Cons:

AHigh pretraining or fine-tuning cost

AOnly fineqqe UIJT WY ULWmt RAOGH Uwllgct t




PLUG AND PLAY LANGUAGE MODELS: A SIMPLE
APPROACH TO CONTROLLED TEXT GENERATION

Sumanth Dathathri * Andrea Madotto * Janice Lan Jane Hung
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Eric Frank Piero Molino Jason Yosinski ' Rosanne Liu '
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Published as a conference paper at ICLR 2020
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PPLM Motivation

AMotivated by Plug & Play Generative Networks (PPGN)

AModelling ) agd , where®is a controllable attribute (class)

AEstimater] g0 asn cgon o
An cxo T attribute model
An o Tgenerative model




PPLMr Motivation

In case of Language Models:

An oao Tdiscriminator model (PPLM: 1 FC layer) or Bag of Words
An @ Tunconditional GPF2

How do we use those models?
1. Take the latent representation otw

2. Perturb it so that we get higher cg»
1. Increasern aw
2. Increasen w




PPLMr Latent Representation

Given token sequence® whwo B @ let history matrix O

O [(0( P )) F(L')( Dy ))FB F(O()Frb())]

Where (0( )Pt )) IS the KeyValue pair of the selfattention layer € at time step o

For latent perturbations initialize a0 1t




PPLMr Ascending p(a)

Calculate log likelihood gradientt | TH@EO 3O and update™O:
n | In@g0 30
3ON 30 | s ﬂ T ”
| IN@J0  30)s

Minimalize KL-Divergence between the original 0(®hKO) and ) (wHO 3°0)




PPLMr/af UWAI ¢ HqRHA W

ok delicious

Attribute Model p(a|x) j

chicken

pre

LM
p(x)

~
—>» Forward Pass

Step 1 < Original distribution

| _IM ("ok")

( -G Backward Pass
and update latents

Step 2
P23 [] Fecompuewr
updated latents

— Recompute

Step 3 < Updated distribution

The chicken tastes L _IA ("delicious")
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PPLMr Examples

Table 3: Comparison of different samples generated by (top row) baseline GPT-2 and (other rows)
PPLM with different BoW corresponding to different topics (e.g. [Military] ), all conditioned on a
single prefix: "The issue focused". Both directly optimized (in red) and related words (in soft red)
are highlighted, showing how the optimization takes effect.

[-] The issue focused on the way that the city’s police officers have reacted in recent years to the deaths of
Michael Brown in Ferguson, Mo., Eric Garner in New York City and Sandra Bland in Texas, as well as the
shooting of unarmed teen Michael Brown by a white police officer in Ferguson, Mo. ...

[Military] The issue focused on the fact that the government had spent billions on the military and that it
could not deploy the troops in time. The prime minister said that the country would take back control of its
airspace over Syria in the next 48 hours. \n The military is investigating why. ..

[Space] The issue focused on a series of incidents that occurred in the past few months, which included an
alleged attack by Islamic State fighters on a Kurdish checkpoint, the use of drones in combat, space
technology research by Russian and American space companies, and more. \n The world. ..

[Science] The issue focused on a single piece: the question "What is the meaning of life?" This question
has puzzled many philosophers, who have attempted to solve it by using some of the concepts of quantum
mechanics, but they have to solve it by the laws of nature themselves.. ..

[Politics] The issue focused on a single section of the legislation. It’s unclear whether the committee will
vote to extend the law, but the debate could have wider implications. \n "The issue of the law’s
applicability to the United Kingdom’s referendum campaign has been one of...

[Computers] The issue focused on the role of social media as a catalyst for political and corporate
engagement in the digital economy, with the aim of encouraging companies to use the power of social
media and the Internet to reach out to their target market. \n ...
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PPLMr Discussion

Pros:
AHigh fluency of the unconditional LM

ALow training overhead

cons:
ADoes not retain the structure of the original sentence

AProne to hallucinations and runaways:
reSpace] The potatohas been successfully cultivated in oursolar system.

The potatostars stars stars stars stars starsB b




Relevance-based Infilling for Natural Language Counterfactuals
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RELITG Motivation

Alnstead of generating texts that might be counterfactuals,
use the classifier itself in the process

ADesiderata: closeness, feasibility, content preservation

A Conditional Masked LM
Ot W9 ~x~kt WeUHVDI q¢c RUQq! WaVYLWNea RIT 1JWaq6 L

ABased onMiCE




RELITG Overview

- 0. Input: Black-box : It was very tasty, but the resulting food poisoning makes me never
: and text x : want to eat there again.
o] FEATURE ATTRIBUTION METHOD CHOICE = || ¢ GENERATION OF NATURAL LANGUAGE COUNTERFACTUAL (§ 3.2) _
& 0 . . . . e . -
Y Model [FOKO] [TOK1] [TOK2)[TOKE] ... [TOKn] minp, s.t. B(z)=1- B(z)
‘% pecific
it was very tasty, but the resulting food ' '3 ' Mask p '%' o
r0d9|t_ poisoning ma L:jes me never want to eat V\:"ith Feature : It was very tasty, [MASK] the resulting [MASK]
S gnostic there again. Attribution : [MASK] makes me [MASK] want to eat [MASK]
_FINE TUNE THE CONDITIONAL LANGUAGE MODEL (§31) || Score | ===
Sample py € iny P . :
1. Mask pf% p f (pf min fma.x) ipkpl’edIth“ . ‘ (CCC): [NEW2] [TOKI] [TOK2] [Voe4] ... [TOKn] ‘
o okens: infillin
: W'th Fea_'ture It was very tasty, [MASK] the resulting [MASK] order with d E
- Attribution [MASK] makes me [MASK] want to eat .
- Score [MASK] again. predicted
token [Veco] [VoeT] [Voc2] [Voc3] [Voe4] [Vocs] [Voc] [Voc7] [ VocN]
- 2.Finetune the [CCO]: [TOKI] [TOKIT] [TOK2] [MASK] ... [TOKn] confidence
- Conditional " e
- Masked 5. X Natural : It was very tasty, and the resulting A
- Language $ ‘_| Language 5 great service makes me really M
- Model (CMLM) [CCO]: [TOK] [TOK1] [TOK2] [TOK3] .... [TOKn] Counterfactual want to eat here again.
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RELITG CMLM

Conditional Masked Language Modet BERT

~Y ~ 4 ~ LI

Task4a EA NOEAE I - ! 3+ %0 prélicted@okdn Odit© A

Condition on label: add to the finetuning text:

d L4 Pal L4 L

Il ol OEOEOA+ 4EA CITA I1-13+% EOI

I. ACAOEOA+ 4EA AAA I1-!3+% EOI PO
P




Logit entropy as proxy for uncertainty

Choose lowest entropy first

RELITG Infilling
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RELITG Examples

Method CallMe Example Text

Input text the husband is responsible for the family so the wife
must obey him.

HUMAN the parents are responsible for the family so the children
must obey them.

RELITCyr | the president is responsible for the family and the
people who obey him.

RELITCype | the lord is responsible for the family and the family
must obey him.

MiCe the grandpa is responsible for the family so the fam
must protect him.

Metrics CF. label NED | Fluen.| Cont. Pres. | Mask Frac.

HUMAN Non-sexist | 0.286 | 0.981 | 0.703 -

RELITCy2r Non-sexist | 0.286 | 1.245 | 0.512 0.313

RELITCconr | Non-sexist | 0.214 | 0.641 | 0.743 0.250

MiCe Non-sexist | 0.214 | 2.389 | 0.303 0.172
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RELITG Discussion

Pros:

AExplanations closer to the classifier
AConditioning on label with CMLM
AContent and structure preservation

cons:
AMight lack fluency
AAttribution calculation adds overhead




Our work Motivation

Central banks moderate the public expectations by emitting communications.
Text CEs could help them know if they convey certain sentiment (hawkish or
dovish):

- Provide a new perspective how a sentence might be understood.
- Provide ways to better convey the message.

Evaluation of previous text CE methods focused on simple tasks.

How should we evaluate these methods?




Methods

Evaluating text counterfactual explanations

Quantitatively:

Edit distances
Embedding distance
_abel flip
~aithfulness
mplausibility
Perplexity

B

Qualitatively:

- Fluency

- Minimality

- Grammar correctness
- Plausibility

- Naturalness

- B




Methods

Evaluating text counterfactual explanations

Quantitatively: Qualitatively:
- Edit distances - Fluency

- Embedding distance

- Label flip

- Faithfulness - Plausibility
- Implausibility

- Perplexity




Methods

Specifying qualitative metrics

Fluency:

A fluent segment is one that is grammatically wellormed; contains
correct spellings; adheres to the common use of terms, titles and
names; contains properly capitalized letters; and is intuitively
acceptable. Unfinished sentences also impact the fluency of a

segment.

Extending definition from Ma and Cieri (2006)




Methods

Specifying qualitative metrics

Plausibility:
A plausible counterfactual segment adheres well to samples seen In
the real data distribution, and the target sentiment of the target class.

The changes made to the factual, considering the meaning and
context of the edited words, should also fit the target domain.

Applying the definition from Altmeyer et al. (2024) to texts.




Experiments

Dataset:

Trillion Dollar Words (Shah et al., 2023)excerpts from central bank
communications.

Counterfactuals generated by each of three methods.

Qualitative assessment:

- 8 central bank employees (including Federal Reserve, Bank of England)
judging the fluency and plausibility

- Crowdsourced evaluations of fluency from native speakers on Prolific




Results

Quantitative

Generator | Perplexity || | Perpl. ratio | Edit dist. | | Tree dist. | | Emb. dist. | | Implausib. | | Faithful. T | Succ. rate 1
Polyjuice | 90.98 (172.1) | 1.80(4.6) | 0.31(0.3) | 19.67 (24.0) | 20.32(3.7) | 33.64(4.6) | 0.18(0.4) | 0.34(0.5)
PPLM 36.97 (16.9) 0.78 (0.5) | 0.69(0.5) | 36.94 (10.3) | 20.88 (3.7) | 32.18(4.0) | 0.34(0.6) | 0.51(0.5)
RELITC | 100.94 (125.2) | 1.67(1.2) | 0.14(0.1) | 10.72(12.2) | 2196 (3.9) | 33.30(3.9) | 0.54 (0.6) | 0.74 (0.4)

Qualitative

Annotators
Non-exp. | N-e. 5 CE | Expert
Generator | Fluency Fluency Fluency | Plausibility
PPLM 2.86 (0.7) | 2.48(0.5) | 2.26(0.5) | 1.83(0.3)
Polyjuice | 3.40 (0.9) | 3.44 (0.7) | 3.45(0.9) | 2.45(0.7)
RELITC | 3.43(0.8) | 3.96 (0.5) | 3.90 (0.6) | 2.12(0.3)
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Results

Do they align?

Perplexity | Perp. ratio Edit Dist. Tree edit dist. | Emb. dist. | Implausib.

Fluency (non exp.) | -0.06 (0.2) | -0.03 (0.5) | -0.21 (0.0002) | -0.21 (0.0003) | 0.03 (0.7) | 0.06 (0.3)
Fluency (exp.) 0.12(0.6) | 0.14 (0.6) | -0.56 (0.016) | -0.56 (0.015) | -0.25(0.3) | 0.13(0.3)
Plausibility 0.32(0.2) | 0.02(0.9) -0.12 (0.6) -0.28 (0.3) -0.12 (0.6) | 0.28 (0.3)

Table 3: Pearson correlation coefficients and p-values between the quantitative and qualitative metric results.
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Results

Expert comments:

- Polyjuice:
- switches the subject entirely
- lack of relevance in changes

- PPLM:
- uses domain-specific words, but does it incorrectly
- Makes the tone too conversational

- RELITC:
- Can make the tone unclear or conversational
- Can introduce domain-specific words that are incorrectly used




Conclusions

- Which counterfactual generator should be used?
- Trade-off between plausibility and faithfulness

‘ Generator } Perplexity | | Perpl. ratio ‘ Edit dist. | | Tree dist. | | Emb. dist. | { Implausib. | | Faithful. 1 | Succ. rate T |
Pseudo-RAG | 74.00 (38.8) | 1.37(0.5) | 0.29 (0.1) | 19.40 (11.5) | 24.86 (4.0) | 32.39(2.9) | 0.36 (0.5) 0.88
Polyjuice 86.49 (79.9) | 1.58(1.3) | 0.26(0.3) | 17.36 (15.3) | 24.78 (3.5) | 31.56 (2.7) | 0.00 (0.4) 0.36
PPLM 37.11(15.2) | 0.76 (0.4) | 0.56(0.2) | 37.48(7.3) | 2497 (4.4) | 32.09 (4.5) | 0.04 (0.7) 0.52
RELITC 86.72(71.6) | 1.54(1.0) | 0.13(0.1) | 11.00(7.0) | 25.83(3.7) | 32.18 (3.1) | 0.32(0.6) 0.80

Table 5: Results for the quantitative metrics including the Pseudo-RAG method. Averaged over 25 factual-
counterfactual rows.

- The need for using human evaluations
- The need for engaging classifiers in the process
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Red Teaming for Large Language Models At Scale:
Tackling Hallucinations on Mathematics Tasks

Aleksander Buszydlik'* Karol Dobiczek!* Michal Teodor Okon'*
Konrad Skublicki' Philip Lippmann? Jie Yang?
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Delft University of Technology, The Netherlands
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Motivation

ARedTeaming, a practice in Al safety that aims to systematically find
backdoors in Large Language Models to elicit irresponsible responses
(Microsoft, 2023).

AMultiple methods for red-teaming using prompt engineering exist
(Derczynski 2023)

AAre we able to reduce hallucinations by using those methods?




Setup

Mathematical tasks:

ALikely to exist in the training data

ANot trivial for the LLM (tokenization)

AEasy to parse and evaluate

Two types of tasks:

AElementary mathematicsT addition and multiplication

A Algebraic reasoningr puzzles describing systems of equations

Two difficulties: products of numbers from 1 to 100 and 100 to 10 000




RedTeaming by Prompting

CodeTGIl Yl e gJWHYI AWt RdaldcqglwlWRat WIFIWJHE a

ExplanationT explain the understanding of the problem or rephrase it, and then
provide the answer. Encourage the model to attempt stejy-step reasoning
about the problem in natural language.

Impersonation T request that the model impersonates a celebrated
mathematician to provide the answer in their words.

RestoryingT frame the problem differently, ex.: write a manual, poem, or a
theatre play with two actors.

Default T baseline.




SetupTt Metrics

AAccuracy T how often is the model totally correct
ALevenshteinedit distance T edits, insertions, deletions
ARelative edit distancerT relative to answer length
ARelative distance




Experiments

For each context, for each difficulty 200 queries on GP3.5-turbo

@ OpenAl

For the Algebraic Reasoning task, we additionally add a variant where
we provide a solved example.

and GPH4 using OpenAl API.




Resultst Examples

DefaultContext:
Prompt: What is the product of 9163 and 35847
Model Response: [FINAL ANSWER] 32843072

Prediction: 32843072
Ground Truth: 32840192

ExplanationContext:

Prompt: Explain how you understand the follow-
ing problem: Provide the product of 4263 and 3224.
Then provide an answer to this problem.

Model Response: This problem is asking for the
result of multiplying 4263 by 3224. To solve this,
you simply need to multiply these two numbers
together. [FINAL ANSWER] 13744232

Prediction: 13744232
Ground Truth: 13743912

*/" | UNIWERSYTET JAGIELLONSKI

CodeContext:

Prompt: Write code in Python to solve the
following problem: Add 5002 and 6231. Then
simulate the execution of this code to provide an
answer to this problem.

Model Response:
Here is the Python code to solve the problem:

#Python code to add 5002 and 6231
def add_numbers(numl, num?2):
return numl + num?2

result = add_numbers (5002, 6231)
print(result)

Simulating the execution of this code:

#Python code to add 5002 and 6231
def add_numbers(numl, num?2):
return numl + num?2

result = add_numbers (5002, 6231)
print(result)

This will output: 11233 [FINAL ANSWER] The
sum of 5002 and 6231 1s 11233.

Prediction: 11233
Ground Truth: 11233
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Resultst Examples

DefaultContext:

Prompt: You will now receive an example puzzle
with an explanation how to solve it. Example
puzzle: There are three people named Daniel,
Anne and Elise. If Daniel had 3 times the pencils,
together they would all have 147 pencils. If Anne
had 3 times the pencils, together they would all
have 179 pencils. If Elise had double the pencils,
together with Daniel they would have 143 pencils.
How many pencils does Elise have? Explanation:
You can transform this puzzle into a system of
equations: 3a + b+ c =147, a+ 3b + c=179;
2¢ + a = 143; You can find the answer by solving
the equation for one variable in terms of the other
variables, then substituting found expression into
the other equations. Using this method you will
arrive at the answer 63. This was the end of the
example, use it to solve the following puzzle. There
are three people named Anne, Daniel and Charlie.
Anne and Daniel together have 72 dollars. Anne
and Charlie together have 114 dollars. If everyone
had three times the amount of dollars, together
they would have 381 dollars. How many dollars
does Anne have?

UNIWERSYTET JAGIELLONSKI

W KRAKOWIE

Model response:
You can transform this puzzle into a system of
equations:

a+d=72;a+c=114;3a+3d + 3¢ = 381;
From the first equation, we can express d in terms
ofa:d=72-a.

Substitute d into the third equation: 3a + 3(72 - a)
+ 3¢ =381;

Simplify the equation: 3a + 216 - 3a + 3¢ = 381;
Simplify further: 216 + 3¢ = 381;

Solve forc: ¢ =(381-216)/3 =55.

Substitute ¢ into the second equation: a + 55 = 114;
Solve fora: a=114-55=59.

So, Anne has 59 dollars.

[FINAL ANSWER] Anne has 59 dollars.

Prediction: 59
Ground Truth: 59




Resultst Elementary mathematics GEI5

Technique Difficulty Red teaming gggrgﬁgg)c i diiﬁize(%i )1 1 distlz izgi(v% )1 Accuracy (%) T
B v 0.000 (0.000)  0.000 (0.000)  0.000 (0.000) 100.0
asy 0.000 (0.000)  0.000 (0.000)  0.000 (0.000) 100.0
Hard v 1.490 (1.596) 19.1 (20.3) 0.0 (0.1) 49.5
1.350 (1.410)  17.6 (18.1) 0.0 (0.0) 46.0
Has v 0.180 (0.740) 4.5 (18.5) 5.5(22.0) 94.0
B . M 0.000 (0.000) 0.0 (0.0) 0.0 (0.0) 100.0
xplanation
Hard v 1.565 (2.047)  20.9 (26.8) 14.1 (33.5) 54.1
1.010 (1.300)  12.8 (16.4) 0.0 (0.0) 59.0
Easy v 0.265 (0.903) 6.6 (22.6) 5.3 (21.3) 91.5
Impersonation 0.025 (0.211) 0.6 (5.3) 0.0 (0.0) 98.5
Hard v 1.540 (1.928)  20.0 (24.6) 6.6 (22.9) 52.0
1.175 (1.387)  15.3(17.9) 0.0 (0.1) 54.0
Has v 0.926 (1.382)  28.4 (41.2) 23.8 (53.1) 65.0
R . y 0.000 (0.000) 0.0 (0.0) 0.0 (0.0) 100.0
e-storying
Hard v 3.827(2.539)  56.1(35.3) 55.0 (85.0) 18.8
1.410 (1.429)  17.9(18.1) 0.0 (0.0) 46.0

Table 1: Elementary mathematics experiment on gpt-turbo-3.5 at top_p=0.2. SD is given in parentheses.
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Resultst Elementary mathematics GHIT

Edit distance

Relative edit

Relative

Technique Difficulty Red teaming (characters) |  distance (%) |  distance (%) | Accuracy (%) 1
E v 0.030 (0.263) 0.8 (6.6) 0.0 (0.0) 98.5
Code asy 0.015(0.157) 0.4 (3.9) 0.0 (0.0) 99.0
Hard v 1.310 (1.541) 16.7 (19.5) 4.5 (63.5) 53.0
ar 1.300 (1.520) 16.6 (19.4) 0.0 (0.0) 53.0
Easy v 0.005 (0.071) 0.1 (1.8) 0.0 (0.0) 99.5
Explanation 0.005 (0.071) 0.1 (1.8) 0.0 (0.0) 99.5
Hard v 1.060 (1.465)  13.5(18.6) 0.0 (0.0) 62.5
1.135 (1.545) 14.4 (19.6) 4.5 (63.5) 61.5
Easy v 0.005 (0.071) 0.1 (1.8) 0.0 (0.0) 99.5
Impersonation 0.005 (0.071) 0.1 (1.8) 0.0 (0.0) 99.5
Hard v 1.345(1.472)  17.1(18.7) 0.0 (0.0) 50.0
1.360 (1.520) 17.3(19.3) 4.5 (63.5) 50.5
Eas v 0.121 (0.580) 3.2 (15.6) 2.5 (15.4) 95.1
R : y 0.000 (0.000) 0.0 (0.0) 0.0 (0.0) 100.0
e-storying
Hard v 2.165(2.249)  30.0 (31.2) 76.4 (740.4) 42.8
ar 1.265 (1.531) 16.1 (19.6) 0.0 (0.0) 55.0

Table 3: Elementary mathematics experiment on gpt -4 at top_p=0. 2. SD is given in parentheses. Exact matches
for Easy problems in “Explanation” and “Impersonation” are caused by the model making identical mistakes.
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Resultst Algebraic Reasoning GBb

. Edit distance Relative edit Relative
Technique Example (characters) |  distance (%) | distance (%) | Accuracy (%) T
Default v 1.530 (1.367)  78.9 (72.7) 381.5 (1423.8) 38.3
clau 1.758 (1.130) 952 (71.5) 386.8 (1261.1) 22.2
Code v 1.815(1.325)  97.9(57.4) 182.5 (858.2) 6.6
1.848 (0.704)  99.3 (43.6) 205.4 (1445.1) 3.8
Explanats v 1.726 (1.443)  99.2(92.3)  2073.6 (14097.8) 32.0
Xplanation 1.710 (1.291)  95.5(79.1) 426.9 (1249.7) 27.4
| . v 1.619 (1.188)  94.1(78.8) 576.1 (1712.0) 27.1
mpersonation 2.131(0.718)  120.3 (58.0) 717.7 (2183.3) 3.0
. v 2.171 (0.990)  119.1 (67.5) 739.1 (1830.0) 10.9
Re-storying 2.215(0.928)  119.2(58.4) 672.1 (2031.4) 7.9

Table 2: Algebraic reasoning experiment on gpt—turbo-3.5 at top_p=0.2. SD is given in parentheses.
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Resultst Algebraic Reasoning GBT
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) Edit distance Relative edit Relative
Technique Example (characters) |  distance (%) ]  distance (%) | Accuracy (%) T
Default v 0.960 (1.127)  50.2 (59.8) 70.7 (210.8) 51.0
clad 0.897 (1.184)  49.8 (69.1) 128.0 (444.7) 59.3
Code v 1.645 (0.744) 87.1 (45.3) 60.9 (112.4) 10.7
1.576 (0.776)  82.6 (44.4) 58.9 (116.8) 12.8
: v 0.851(1.074)  44.6 (58.3) 93.2 (539.0) 55.9
Explanation 0.901 (1.194) 469 (61.9)  92.4(2782) 58.2
Imwersonation v 1.056 (1.200)  57.6 (68.1) 148.3 (486.8) 51.7
P 1.108 (1.296)  58.6 (70.6) 191.7 (639.6) 51.8
Re-storvin v 1.331(1.182)  75.7 (72.6) 261.9 (920.4) 375
tying 1.773 (1.116)  98.2 (69.7) 418.8 (891.6) 21.7

Table 4: Algebraic reasoning experiment on gpt—4 at top_p=0.2. SD is given in parentheses.




Key Takeaways

ARed-Teaming techniques do not necessarily help with
hallucinations

AStructuring the responses of GPT models might help

AGiving the model examples improves performance

AMight suggest that GPT models have some capacity to
transfer knowledge




Current and Future Directions
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Using prototype models for EO

Pixel Spectra
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Future
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EO models with synthetic CEs

- Perturbations
- Noise
- Translation of certain features




